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Abstract— Layer 4/7 switching refers to making use of fault tolerance, and configurable quality of service for dif-
TCP header information and payload content when pro- ferent kinds of traffic.
cessing packets within a switch. The manner in which the . - . .
layer 4/7 information is used depends on the type of switched Laygr 7 switches add the ab!llty o use |nfo.rmat|on
traffic (e.g. web traffic), and the desired functionality (e.g. found in the payload of packets in order to provide even
load balancing). Implementing layer 4/7 switching effi- more sophisticated capabilities. For example, the URL
ciently on PC-based hardware running a general-purpose found in HTTP GET requests can be examined to deter-
OS requires additional support from the OS. We have de- mine whether an image is being requested. If so, all pack-
veloped such support and an AP for the Linux OS. This pa-  ets belonging to the TCP connection corresponding to this
per shows how layer 4/7 switching applications can be imple- o4 est can be switched to a server which is optimized to
mented using this support. In particular, we discuss the im- deli . -

. o : eliver images. Hence, URL-aware switching can be per-

plementation of TCP redirection, transparent caching, and .
URL-aware switching. formed. Another common use for parsing the content of
HTTP requests at the switch is directing requests for un-
cacheable content (e.g. results of a CGI script) to an origin
web server instead of a web cache, thus eliminating un-
necessary load on the cache. Other examples of layer 7

capabilities include converting complete URLSs to absolute

Layer 4 and 7 switching services are becoming increddRLs in GET requests to support transparent web caching
ingly important as the use of web server farms and waith standard proxy caches (see [4] and later in this paper),
caches becomes more widespread. Devices which proviil offloading encryption processing for SSL traffic from
layer 4 services can use TCP or UDP transport layer $€rvers by performing it at the switch instead [17].
formation (e.g. port numbers found in TCP/UDP headers)Layer 4/7 switches perform tasks which are related
in making packet forwarding decisions. Switches whide specific applications that produce the switched traffic.
include layer 7 services can make use of application-layi@ence, the switches have to evolve along with the appli-
information (i.e. packet payload) as well. The emergencations and the ways in which the applications are used.
of products providing layer 4 and 7 switching is a relaalso, many layer 4/7 functionalities are non-standard, non-
tively recent phenomenon which is mostly fueled by thgivial, and bear more resemblance to capabilities offered
need to improve the performance and reliability of Inteby software running on general-purpose computers than
net services through the use of web server clusters and wed capabilities of traditional routers and switches which
caches. are dedicated to standard layer 2/3 tasks. As a result of

The terms layer 4 and layer 7 switching are used to dite need to support the more complex and rapidly evolv-
scribe devices with a wide spectrum of capabilities. #g layer 4/7 capabilities, new switch architectures are ap-
layer 4 switch may simply be a switch which can be comearing in which powerful CPUs are included. Some of
figured to direct all traffic with particular destination TCRhese new switches contain CPUs dedicated to ports on
ports to a particular network port. For example, it mathe switch for rapid packet manipulation, a main CPU
switch all traffic going to port 80 (used for HTTP traffic)for management and configuration, and various hardware
to a particular port on the switch where a web cache gemponents for accelerating common functionalities such
attached. This may be done to provide transparent wab table lookup and packet queueing. Other layer 4/7
caching. More sophisticated layer 4 switches may provideitches are based on a PC architecture with one powerful
additional functionalities such as network address transtaain CPU which performs all the tasks. Naturally, the lat-
tion (NAT), load balancing among servers or caches, serter devices may support fewer ports, but they often provide
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processing, active extensions, URL-aware redirection.
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a richer set of features.
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program program program program program program
layer 4/7 switches, the developer of such switches has to \V g\l/

devise a software architecture which will facilitate the im-

plementation of the rather complex functionality of the oepecher pspetcher
switch. Our interest was in distilling some common prim- mec%

itives which could serve as building blocks for implement- e Fier
ing many potential layer 4/7 services. Such primitives e

could be implemented efficiently and then be used to sim- e

plify the development of the switch. We chose a to develop interfaces

our layer 4/7 infrastructure on a PC architecture running
the Linux OS, and we chose to implement our layer 4/7
primitives within loadable Linux kernel modules. Other
choices of hardware and software could be made. In fagérs a rule is sent from the packet filter to the dispatcher
the layer 4/7 building blocks described in this paper couldhich either sends it to the requesting gateway program,
potentially be implemented to run in dedicated port pr@r manipulates it in accordance with a manipulation rule
cessors or even in ASICs. specified by the requesting gateway program (such manip-
The software infrastructure which we developed iglation rules include address translations, TCP sequence
called NEPPI (Network Element for Programmable Packetmber changes, and TCP window size changes.) It is
Injection). The main focus of this paper is on the implesurrently required that no overlap exist among the sets of
mentation of layer 4/7 switching capabilities using NEPPiules submitted by different gateway programs. Packets
A description of NEPPI and its APl is also included. Morgenerated or modified by the gateway programs are sent to
information about NEPPI and a description of an earlitihe dispatcher which in turn modifies them further (if they
version of it can be found in [2]. A NEPPI-based netmatch a manipulation rule), and injects them into the net-
work element will typically be placed in front of clientswork. In the case where the destination address of a packet
or servers, or at the edge of enterprise networks. Hentsethe switch itself, the dispatcher will hand the packet to
we use the terrmprogrammable gatewap describe such athe protocol stack instead of the network interfaces. Fig-

Fig. 1. Packet flow and rule flow in NEPPI

network element. ure 1 illustrates the flow of packets and rules.
A useful feature is the support for redirecting packets to
Il. ARCHITECTURE AND PACKET PROCESSING a TCP port. Gateway programs may request the dispatcher

The main component of NEPPI is called iispatcher to redirect certain packets to a TCP port on the switch.
The dispatcher implements the primitives used for buildirfiguch packets will be sent to the local protocol stack even
layer 4/7 switching services. The dispatcher is a loadalighe destination IP address on these packets is not that
kernel module. The services themselves are implemen@fdhe switch. A user-level program which listens to the
asgateway programsvhich are typically kernel modulesredirection TCP port will receive this data and will even be
as well. NEPPI allows gateway programs which run @ble to determine the original destination for the data. This
user-level processes as well as gateway programs wHieature is used mainly when the switch performs layer 7
execute as kernel modules. In some instances, the fus@rvices in transparent mode. A service which uses this
tionality of a layer 4/7 service is divided between both fgature is described in section IV-C.
user-level program and a kernel module. An example of Packets are processed at up to three stages as shown
such a service is the URL-aware switching service whigh the flowchart of figure 2. A packet which does not
is described in section IV-C. match any of the rules submitted by gateway programs

Gateway programs communicate with the dispatchisr processed in the standard way by the protocol stack.
for the purpose of obtaining, manipulating, and injectin@ther packets are given to the dispatcher. The dispatcher
packets. Gateway programs send the dispatcher rules thay manipulate a packet by carrying out operations re-
specify the properties of packets on which they wish tuested earlier by gateway programs (these operations are
operate. Such rules may include IP address ranges for dldelress translations, TCP sequence number changes, and
source and destination, TCP/UDP port number ranges, &€P window size changes). Alternatively, the dispatcher
Based on the rules obtained from the gateway programsay forward the packet to the requesting gateway program
the dispatcher generates packet filter rules which are sfemtprocessing. Once the packet is processed by the gate-
to the Linux packet filter. An arriving packet which trig-way program, it is received by the dispatcher which may
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ports. Note that many TCP connections may belong to a
single flow. A gateway program may request to receive all
packets within a flow, or only packets which have certain
TCP flags set (such as SYN, ACK, or FIN). Other pack-
ets within the flows declared by the gateway program will
be processed by the dispatcher according to instructions
given by the gateway program (if any); such packets will
not be forwarded to the gateway program. As an exam-
ple of this approach, consider a gateway program which

Yes
Requesting gateway program

manipulates the packet

performs redirection. When declaring the flows, the gate-
way program will request all packets with a set SYN or
FIN flag, and no other packets. By examining the SYN
and FIN packets, the gateway program can detect the be-
ginning and end of individual TCP connections within the
flows that it declared. Once a SYN packet is received by
further process it before re-injecting it into the network. the gateway program, a redirection decision can be made.
One of the goals of this architecture was to perforiihe gateway program submits an address translation in-
packet header manipulations which are generic and whigthuction to the dispatcher followed by the SYN packet.
occur on a large number of packets (such as address trdfrem that point onward, all non SYN or FIN packets be-
lations and TCP sequence number changes) at the disging to this TCP connection will be manipulated solely
patcher, while performing manipulations (including payby the dispatcher. Since the gateway program monitors the
load modifications) which are more specialized and whi¢HN packets, it can detect the end of a TCP connection,
occur only on isolated packets at the gateway programsd instruct the dispatcher to remove the corresponding
Since gateway programs may reside in user space, paciddress translation.
processing at the gateway programs may incur signifi-In addition to address translations, the dispatcher may
cantly more overhead than packet processing at the gisrform TCP window size translations which may be used
patcher. In such a case, the NEPPI architecture will prim+ bandwidth management purposes, and TCP sequence
vide a “fast path” for most packets (the ones processed tnymber adjustments. These are needed when the gateway
the dispatcher), and a “slow path” for only few packets (tirogram modifies the payload of packets in a way that re-
ones processed by the gateway programs). An interessuits in a packet size change. A gateway program for redi-
a potential implementation of NEPPI on a hardware-basestting active FTP traffic is an example of such a program.
switch provided further motivation for studying the sepaince an ASCII IP address and port number information
ration of the packet processing functionality into two tiersire carried within the payload of some packets, redirection
a specialized tier implemented in software which exarmay result in a need to perform packet payload modifica-
ines and manipulates relatively few packets, and a mdiens which may result in a need to adjust TCP sequence
generic tier implemented in hardware which manipulatesimbers on all the following packets within the TCP con-
a large number of packets in accordance with instructionsction.
provided by the software tier. Alternatively, in the case
of an intelligent switch with port processors and a central Ill. PROGRAMMING INTERFACE

processor, the dispatcher functionality may be supportedrhis section provides an overview of the NEPPI pro-
by port processors, while the gateway programs executgyiamming interface which is used by gateway programs.
the central processor. A description of the programming interface of an earlier
The decision on whether a packet should be forwardeersion of NEPPI appeared in [2]. This earlier version
to a gateway program or whether it should only be prevas geared toward user-level gateway programs, and it did
cessed by the dispatcher is based mostly on the TCP flags include support for a number of features which are
within the packet. In order for the reasons for this to bevailable in the current version. These features include
come clear, it is important to understand the structure afhash table implementation, ghost port management, de-
a typical gateway program. Gateway programs start layed cleanup of gateway program data, and traffic redi-
declaringflows of packets on which they wish to oper+ection to a TCP port on the switch.
ate. A flow is defined by ranges of source and destina-Hash tables are often needed by gateway programs for
tion IP addresses, and source and destination TCP/U§IBring and retrieving data related to individual TCP con-

Fig. 2. NEPPI packet processing



nections. NEPPI provides support for a hash table indexad@ CP connection to a server. At this point, the proxy is
by a key composed of connection information (source Heady to request the TCP splicing loadable kernel module
address, source port number, destination IP address, desplice the two connections together. This library is not
tination port number). NEPPI also provides an efficienliscussed further here.

way for managing ghost ports which are replacement portwe now elaborate on the most significant parts of the
numbers for the original port numbers. An example of REPP| programming interface. We start by describing the

gateway program which would use this is a program whiglgre data structures and proceed to describe the most im-
performs full network address translation (full NAT). Theortant functions.

source IP address on packets coming from the client is
changed to the address of the switch, and the packets RT
sent to the server. When packets arrive from the server,

they carry the switch IP address as the destination address;he core structure definitions for NEPPI are shown in

so the switch has to change the destination address to i3, and a description of the structures is now presented:
of the client so that the client accepts these packets. How-

ever, the switch cannot know which client should be th&
target of a packet since that information is now lost. A

solution for this problem is for the switch to change the Thjs structure describes the properties of a packet flow
source port in packets arriving from the clients as W%quested by a gateway programsrc, src.mask, and
as the source IP address. The source port is changed foports contain the source IP address, an address mask
a ghost port which is unique for each original client angesignating the significant bits, and the source TCP/UDP
source port pair. The packets arriving in response fromrt range for the packet flow. dst, dstmask, and
the server will carry this ghost port as the destination pofst ports similarly describe the destination IP address, ad-
Based on this ghost port, the switch can look up the origress mask, and destination ports.
inal client and source port, and perform the appropriaigﬁeotocm specifies the IP protocol.
translation on the packets going from the server to tr,m,_ﬂgs contains the logical or of flags which specify
client. NEPPI provides support for the allocation and rghich of the flow properties should be inverted (for ex-
use of ghost ports. We do not elaborate any further hereémme, we may wish to request all packets which do
the support for hash tables and ghost ports. A descriptigt come from the specified port range.) The follow-
of the other recently added features appears below. ing flags can be used: IPW_INV_SRCIP (invert the
Gateway programs are typically implemented as loageurce addr/mask), IPW_INV _DSTIP (invert the desti-
able kernel modules. They communicate with the disation addr/mask), LIFW_INV _SRCPT (invert the source
patcher (which is also a loadable kernel module) by capeorts), IRFW_INV _DSTPT (invert the destination ports),
ing functions exported by the dispatcher. NEPPI sup?r_.FW_INV _PROTO (inveriprotocol).
ports user-level gateway programs as well. In this caseark lets the gateway program assign marks to packet
the dispatcher acts as a device driver, and the gatevitayvs so that it can distinguish between packets belong-
programs communicate with the dispatcher by perfornmg to different flows just by looking at the marks included
ing reads, writes, and ioctls on this device. The ARMNith the packets it receives from the dispatcher. A mark
used by the programmer of a gateway program is idemiust be unique—different flows cannot have the same
cal for both kinds of gateway programs. A NEPPI applmark.
cation may even consist of a user-level program as wslpe can be set to one of three values: INPUT, FOR-
as a loadable kernel module. An example of such an &WARD, or OUTPUT. This value determines the stage in
plication is URL-aware switching with TCP splicing (se¢he Linux firewall operation when the packets belonging
section IV-C) where a user-level proxy performs the URIlte the flow will be intercepted.
aware switching, while a loadable kernel module perfornfiags is the logical or of constants (FIN, F-.SYN, etc.)
the TCP splicing. NEPPI provides support for this scenaritenoting TCP flags. If one of these flags is set in a packet
as well by providing a library which is linked with the userwithin the flow, the dispatcher will send the packet to the
level program to provide for communication between thgateway program. In addition to a logical or of constants
user-level program and the loadable kernel module. A cdknoting TCP flags, there are two other possible values for
to a function in this library will be performed, for exam-+his parameter: FALL which requests all packets (regard-
ple, by the proxy program for URL-aware switching afteless of the settings of their TCP flags), andNE which
it accepts a TCP connection from a client and establishegjuests all packets with a non-empty payload.

eStructures

.1 flow_desigs



A.2 trans_desigs

Defines translations to be performed by the dispatcher
on behalf of a gateway program. The translations apply
to all packets within the flows requested by the gateway
program which contain the source IP address, source psettuct flow_desig_s {

destination IP address, and destination port which appear u_int32_t src;

in the orig field of the address translation. The fields of u_int32_t src_mask;
trans_desigsare: u_intl6_t src_ports[2];
addr_trans: defines an IP address and TCP/UDP port u_int32_t dst;
translation frormorig to new. All packets within the flows u_int32_t dst_mask;
requested by the gateway program which carry the source u_int16_t dst_ports[2];
IP address, source port, destination IP address, and desti- u_int16_t protocol;
nation port defined irorig will be modified to carry the u_intl6_t inv_flgs;
values defined imew. Note that values for therig part u_int32_t mark;

of the address translation must be specified by the gateway char type;
program for all translations, even for translations which u_int8_t flags;

do not include an address translatiarig always serves };

to designate the packets to be translated. struct conn_s {
seqtrans, ack_seqtrans: declares TCP sequence num- u_int32_t src_addr;
ber or TCP acknowledgement sequence number transla- u_intl6_t src_port;
tions. These fields declare a starting sequence number u_int32_t dest_addr;
(start_segnum), an offset §eqoffset), and a flag #dd) u_intl6_t dest_port;
for specifying whether the offset should be added or sup-

tracted. The sequence number in packets carrying a seuct addr_trans_s {
guence number larger thatart_seqnum is incremented struct conn_s orig;
or decremented by the specified offset. Similarly, the ac- struct conn_s new;
knowledgement sequence number may be adjusted. Gur-

rently, the dispatcher maintains a history of one sequersieuct seq_trans_s {
number (and acknowledgement sequence number) trans- u_int32_t start_seq_num;
lation. Hence, if the starting sequence number and se- u_int32_t seq_offset;
quence number offset are modified by the gateway pro- char add;
gram, the previous values will be kept by the dispatchgr

for the purpose of applying this older translation to oldestruct win_trans_s {
packets which may still arrive. u_intl6_t win_offset;
win_trans declares a TCP window size adjustment which char add;

can be used to perform simple bandwidth management};

which specifies which translations are being declared. It$¢ruct trans_desig_s {

the logical or of constants corresponding to the translation struct addr_trans_s addr_trans;

types (ADDRTRANS, SEQTRANS, WIN_TRANS). struct seq_trans_s seq_trans;
trans_id points to a value provided by the dispatcher. It struct seq_trans_s ack_seq_trans;
is used to refer to the translation when it needs to be re- struct win_trans_s win_trans;
moved. u_int8_t which;

void *trans_id;

B. Function Calls b

The function calls used by gateway programs to interact
with the dispatcher are as follows:

« int neppi_startup(process packet)

Every gateway program that uses NEPPI is expected to im-
plement aprocesspacket() function. When the gateway
program is initiated, it uses theeppi_startup() function

Fig. 3. NEPPI structures



to register itself with NEPPI and passes a pointer to the by cleanupf with a pointer todata as a parameter
processpacket() function that it has implemented. Wher{i.e. cleanupf is scheduled to be called afata when a

a packet is to be forwarded to the gateway program, theriod of sec seconds passes.gleanup.id points to an
dispatcher calls this function with the packet as a paramiéentifier of this cleanup operation (this value is provided
ter. The gateway program can then process this packebinneppi_delayedcleanup()) cleanupid can be used
any customized way and return it back to the dispatch&v.cancel the cleanup request usimeppi_stop_cleanup()
processpacketis a pointer to a function which has thre€Some data related to TCP connections should be kept until

parameters: a certain amount of time passes (such as 2MSL—see sec-
processpacket(wint32_t flow_mark, char *ip _pkt, bool tion IV-A). This function is useful for cleaning up such
*do_trans) data at the right time.

In the first parameter, the dispatcher provides the markneppi_stop_cleanup(void *cleanup.id)

of the flow to which the packet belongs (see section IIGancels a previously scheduled cleanup operation whose
A.1). The second parameter points to the IP packet. Tidentifier is pointed to bgleanup.id.

value pointed to by the third parameter determines whether

the packet should be further manipulated by the dispatcher 'V | MPLEMENTING LAYER 4/7 SERVICES
onceprocesspacket() returns. Beforgrocesspacketre-  |n this section, we show how a number of layer 4/7 ser-
turns, it should set this value to true if it is desired thafices were implemented using NEPPI.

the dispatcher perform further translations on the packet

if it matches a previously declared translation. The valde Layer 4 switching of TCP traffic

should be set to false if the packet should be sent as is. Layer 3 (or IP) routers make routing decisions based
« int neppi_start_flow(struct flow_desigs *flow_desig)  on |P addresses alone. Layer 4 switches still route pack-
This function is used by the gateway program when dis pased on IP addresses, but they also use information
wishes to request a new packet flow from the dispatchgpntained in the TCP/UDP header to make routing deci-
The parameter specifies the properties of the packet flgiyns. TCP/UDP headers contain protocol specific source
as described in the previous section. and destination ports. Well-known applications run on des-
» int neppi_stop_flow(u-int32_t flow_mark) ignated port numbers (e.g. FTP servers run on TCP port
Removes the flow whose mark is specified by the paramer, and HTTP servers run on port 80.) Layer 4 switches
ter from the set of flows requested by the gateway progragan handle and redirect requests to different services dif-
« int neppi_sendpacket(char *ip_pkt, bool do_trans, ferently by looking at the TCP/UDP port numbers on the
u_int16_t rport) IP packets. A layer 4 switch manages a number of back-
Sends out a packet. The first parameter points to thedRd servers which provide a certain service. Normally, the
packet. The second parameter determines whether the gigitch is assigned a virtual IP address which is registered
patcher should perform translations on this packet if \ljith the DNS server. Clients make a request to this vir-
matches a previously declared translation. The third pga| |P address which is then redirected to an appropriate
rameter specifies a local TCP port to which the packeirver. There are a number of products available in the
should be sent. The value of this parameter is typicalifarket that perform layer 4 redirection. These include Al-
zero which means that the packet should not be redirectggn Networks’ ACEdirector, Arrowpoint's Content Smart
to alocal TCP port. See section Il for a description of th§witch, Foundry Networks’ Serverlron Server Load Bal-
feature. ancing Switch, Cisco Systems’ Local Director (and Dis-
« int neppi_start_trans(struct trans_desigs *trans) tributed Director), and several others [10], [11], [12], [13],
This is used by the gateway program to declare a neyw).

translation or to update an existing translation. The trans-\we have used NEPPI and its API to implement a layer 4
lation on the relevant packets will be performed by the digwitch gateway program which acts as a virtual server. The

patcher on behalf of the gateway program. gateway program uses theppi_start_flow() function call

« neppi_stop_trans(void *id) to instruct the dispatcher to forward to it packets that are
Removes a translation whose identifier is pointed tadoy destined to TCP ports for well-known services such as FTP
« neppi_delayed cleanup(void *data, (port 21), telnet (port 23), rlogin (port 513), rsh (port 514)
void (*cleanup_f)(void *), int sec, void *cleanup.id) and HTTP (port 80). Specifically, the dispatcher is in-

This function is used by the gateway program to requegtucted to only forward packets that have the SYN flag
that the data pointed to by the first parameter be cleangdhe FIN flag set. Thélow_desigs data structure is set
secseconds in the future by calling the function pointegdp appropriately to accomplish this. The forwarding of



packets from NEPPI to the gateway program is throughdaections are observed at the gateway program, it calls the
call-back function (see the descriptionredppi_startup() neppi_delayed.cleanup() function with a 2MSL time-out

in section IlI-B. When the SYN packet for a TCP conne@eriod, a CCB pointer, and a call-back destructor func-
tion is thus received at the gateway program, it selectgi@n pointer as parameters. This instructs the dispatcher
physical server to serve this request based on some ltaaall the destructor function referenced by the function
balancing scheme. The server selection could be basegointer after the 2MSL time-out expires and pass back
the header information on the SYN packet; for examplthe CCB pointer so that the connection information can
requests from a specific set of clients could be sent tda removed at the gateway program. At this time, the
specific set of servers. The gateway program then instrugtteway program also instructs the dispatcher to remove
the dispatcher to redirect further packets on this connectittre address translations belonging to this connection us-
from that client to the chosen server and the packets tiay the neppi_stop_trans() function call. Sometimes, the
come back from the server to the client after performingpnnection information can be cleaned out immediately.
necessary address translations on the packets in both difidds can be done, for example, when an RST packet is ob-
tions. This is accomplished by setting up thens_desigs served going from the client to the server or vice-versa.
structure appropriately by specifying the original and nefor this purpose, thaeppi_delayedcleanup() function
addresses and calling theppi_start_trans() function for can be used with a time-out value of zero. The gateway
packets flowing in each direction separately. For the pagik-ogram should use theeppi_delayedcleanup() even if

ets going from the client to the server, the dispatcher tise connection state is to be cleaned up immediately. This
instructed to change the source IP address on the packetsecause NEPPI guarantees that the call-back function
to that of the virtual server IP address, and the destinaassed as a parameter is executed atomically and inter-
tion address to that of the chosen physical server. For tiupts are disabled during that time. If the gateway pro-
packets going from the server to the client, the dispatchgnam removes connection state by itself, it is possible that
is instructed to change the source address to the virtualdéta structures get corrupted. The gateway program also
address and the destination address to that of the cliargtes theneppi_delayed cleanup() function to clean up
This way, it will appear to the client that it is receiving aonnection state for connection attempts which fail dur-
response from the virtual IP address to which it sent tieg the initial three-way TCP handshake. When a SYN
request. Thus, full NAT is required to be performed bgacket is received at the gateway program, it creates a
the dispatcher. IP checksums are recalculated by the @i$B and callseppi_delayed cleanup() now with a TCP
patcher after the full NAT is performed. Performing fulconnection time-out as a parameter. If the connection re-
NAT allows the physical servers to be distributed anywhegeiest is unsuccessful within the time-out period, the con-
on the wide-area network and does not constrain in angction information is removed through the call-back de-
way their location relative to the location of the switchstructor function. If the connection request is successful,
The dispatcher manages the connection from beginninghe neppi_delayed cleanup() function call that was made
end and provides a fast path for the packets that are sbbuld be undone. This is accomplished through the use of
seen by the gateway program (in this case, all packets #he neppi_stop_cleanup() function. Calling this function
cept the SYN and FIN packets). removes the request for delayed cleanup of this connection

The gateway program needs to keep connection infétthe dispatcher.
mation so that it can request the dispatcher to remove the L '
corresponding address translations when the FIN pa§<- Transparent switching of HTTP traffic to proxy caches
ets are received. This connection information is main- The discussion above illustrated how NEPPI can be used
tained in aconnection control block (CCBl.ibrary func- to perform header manipulations and forwarding of pack-
tions are provided as part of NEPPI for hashing, searatts on a fast path. In this section, we discuss a layer 7
ing, updating, and cleaning up the CCB data structurervice where payload modifications on IP packets are per-
The library functions provided for cleaning up the CCB®rmed and how NEPPI is used to support this functional-
merit attention. Two functionseppi_delayed.cleanup(), ity.
andneppi_stop_cleanup()facilitate cleaning up the CCBs Proxy caching is used to decrease both the latency of ob-
and hence the connection state at the gateway progrgect retrieval and traffic on the Internet backbone. In gen-
When FIN packets are received at the gateway prograenal, web browsers have to be configured such that requests
the connection information cannot be cleaned up immare channeled through a proxy. Recently, a number of
diately since a 2MSL time-out period is specified in theache server products which support transparent caching
TCP requirements. When the FIN packets going in bo#ppeared in the market [15], [5], [16]. Using these prod-



ucts, object requests can be served by the cache in a \Wwayload which are destined to port 80 (the standard HTTP
which is transparent to the web browser (i.e. no proxy setert). When a SYN packet is received, the HTTP switch
ting is required.) We refer to these productsnaswork selects a proxy cache as the target for a transparent redirec-
caches These need to be located on the route that thien of this request. At this time, theeppi_start_trans()
client request takes going from the browser to the origfanction is used to specify that all other packets (mainly
server, or a Layer 4 switch needs to intercept the reque&BK packets) be processed on the fast path (i.e. at the dis-
and redirect them to the network cache. In case a Layepdtcher) by specifying proper address translations. When
switch is used, the network caches are either connectedhe packet containing the HTTP GET request is received
the switch or within one hop of the switch. Proxy servefsom the client (this will be the first payload packet from
(which we refer to aproxy cacheshandle requests dif- the client), the gateway program processes this packet and
ferently from network caches in the following way. Whetransforms the complete URL to an absolute URL by pre-
the browser is configured to use a proxy cache, the browfiging the origin server IP address to the complete URL
first makes a TCP connection to the proxy cache and thehne origin server IP address is available as the destination
sends arabsolute URLof the required object. The abso-address on the IP packets. Given that the payload has been
lute URL includes the origin server name and the path noodified, the TCP checksum has to be recalculated. The
the required object from the document root at the servaeppi.inet_.csum()function provided by NEPPI is used by
The absolute URL, including the origin server name, is réie gateway program to calculate this checksum.
quired because the packets that go from the browser to th&@o make this URL transformation transparent to the
proxy contain the proxy’s IP address as the destination ahdpoints, IP and TCP header changes are required. Be-
dress. If only acomplete URL(where the path provided cause the length of the IP packet that carries the GET re-
does not have the origin server name but only the path regliest is now increased, the total length field on the IP
ative to the document root) is provided, the proxy will ndteader of this packet is increased by an offset. In addi-
know the origin server name or IP address. tion, the TCP header contains sequence numiseis énd
When a browser is not configured to use a proxy, it recknowledgment sequence numbeask(seq that need
trieves an object as follows: the browser first makes a T@RnNslation. Theseqon the TCP header indicates the byte
connection to the origin server and then sends only thember of the first byte on this packet going from the
complete URL. A complete URL is sufficient as the corsender to the receiver over the TCP session, while the
nection is already established with the origin server andaitk seq indicates the byte number of the next byte that
is understood that the origin server serves documentsthg sender expects to receive from the receiver. For all
parsing URLSs relative to its document root. The Layer @ackets after the GET packet(s) that go from the client
switches in the market, which are designed to redirdct the server, theseqneeds to be increased by an off-
transparently such client requests, blindly redirect themset (engthotabsolute URL) engthofcomplete URL)) so
the caches, which means that the HTTP GET requests stitit thesegqmatches the byte number of the byte that the
carry complete URLs. Network caches act in promiscserver expects to receive from the client. Similarly, on
ous TCP mode where the packets can still carry the origii packets starting with the acknowledgment to the GET
server’s IP address as the destination. Hence, the netwpakket that go from the server to the client, #mk seq
cache will have the origin server's IP address and it caxeeds to be decreased by the same offset so thatkieeq
make a connection to the server to retrieve an object ifnitatches the byte number of the byte that the server should
is not available locally. A complete URL is sufficient inexpect the client to send in the next packet following the
this case. But a standard application-level proxy canr@ET packet. Performing the above changes to the header
expect this feature to be provided on the system that itiizakes the TCP endpoints unaware of the change to the
run on. Thus, to make standard proxies support transparebtT packets.
caching, we have implemented a transparent HTTP switchThe gateway program uses theeppi_start_trans()
gateway program which extends the complete URL to &mction in order to specify theeqand ack seqmodifi-
absolute URL by processing packets at the IP level. Faations that need to be performed on subsequent packets
ther details on this technique can be found in [4]. Our gotibwing in either direction. Thérans_desigs structure is
here is to show how the NEPPI APl is used to accomplistet up with the offset that needs to be added taittieseq
payload modification at the switch. number on packets going from server to client and the off-

The gateway program uses theppi_start_flow() func- !The HTTP GET request may be carried in multiple IP packets; this

tion to request the dispatcher to forward to it SYN angyation is handled in our implementation, but the details are beyond
FIN packets as well as packets that contain a non-emiy scope of this paper.



set that needs to be subtracted freegon the packets that response is received at the switch from the server on the
go from client to server. Startingegandack segnumbers connection and transferred through the other connection to
are provided so that the dispatcher does not perform thése client. To speed up the performance of TCP gateways,
translations on older packets. From then on, the dispatckiee TCP splicing mechanism has been proposed [8]. In this
handles all packets within the fast path through appropapproach, once the two TCP connections are established,
ate address and sequence number translations. Mainttiey are “spliced” or “patched” together so that IP pack-
ing TCP connection information as well as cleaning up thits are forwarded from one TCP connection to the other at
information is performed using the NEPPI function callhe network layer without having to traverse the TCP layer
as described in the previous example. to the application level. This requires that appropriate ad-
The next example illustrates some additional functionadress translations and sequence number modifications be
ity available in NEPPI that allows more complicated gat@erformed on the packets. For example, packets arriving
way programs to be implemented. Specifically, this exaron the connection from the server to the switch that are to
ple illustrates how application-level programs can interaloe forwarded to the client should be translated so that the
with NEPPI through gateway programs and also showddresses and sequence numbers on these packets match
how NEPPI can be used to inject packets generated thg ones that would have been found on the correspond-

gateway programs into the network. ing packets if the application-layer proxy had received this
o data and then put the data back on the TCP connection
C. URL-aware switching from the switch to the client.

URL-aware switching (also known as “content-smart We have implemented a URL-aware switch that incor-
switching” [11]) refers to the capability of a switch lo-porates TCP splicing using NEPPI. There are two compo-
cated in front of clients or servers to redirect HTTP rarents, other than NEPPI, to this implementation. The first
quests to servers based on the URL specified by the clieomponent is an application-level proxyrdxy-9 that ac-
in its GET request. When a user enters a URL intoaepts TCP connections from the clients, parses the GET
browser, the browser constructs an HTTP GET requeefuests, determines the destination server, and establishes
which contains the URL and other HTTP client header i connection to that server thereby enabling URL-aware
formation. With URL-aware redirection, a switch locatededirection. The second component is Hpdice gateway
on the path between the client and the servers will intggrogram that “splices” the TCP connections together. The
cept the request and use the information within the requgsteway program transparently intercepts HTTP request
to make a decision about the server to which the requesickets from the clients destined to the origin servers,
should be directed. All this happens transparently to thed sends them up the protocol stackptoxy-s It ac-
client. Switches that switch traffic based on URL and otheomplishes this by instructing the dispatcher using the
application-level information are also referred to as layeméppi_start_flow() function call to forward to itall pack-
switches. ets destined to port 80. It also instructs the dispatcher us-

Redirecting HTTP traffic based on application-levahg anothemeppi_start_flow() function call to forward to
(layer 7) information is not as simple as layer 4 switchingt all packets on the connection fropmoxy-sto the server.

For any HTTP transaction, application-level information i further uses a special functionality of NEPPI which pro-
not available until the TCP connection establishment phasgdes for a redirection of packets to a local TCP port re-
has been completed. This means that connections cargartless of their destination address instead of performing
be redirected at a switch by simply peering into a SYMrwarding. In this case, the packets are redirected to the
packet as is possible with basic layer 4 switching. THECP port whergoroxy-sis listening. The gateway program
TCP connection request from the client needs to be amenitors the state of the connection between the client and
cepted at the switch by an application-layer proxy, and tpeoxy-sand records TCBegandack seqnumbers on the
connection must be established between the client and GEET packet(s) going from the client pyoxy-s these will
switch before any application-level information can be rée used later for splicing connections. It further monitors
ceived. Once the application-level information is receivethe connection betwegmoxy-sand the chosen server and
this information is parsed to determine which back-erdcordssegandack segnumbers on the GET packets from
server should receive this request and the request is rguiexy-sto the server. Just befopgoxy-ssends the mes-
rected. One approach for redirection is the TCP gatewsgge containing the GET request to the server, it sends a
approach where another TCP connection is established jpgtchcommand to the gateway program. Tetchcom-
tween the switch and the back-end server, the client reand contains the TCP endpoint information for each of
quest is passed to the server through that connection, titwetwo connections. For the connection between the client
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andproxy-s it contains the IP address and TCP port nunpackets originating from the server destinegtoxy-sto

ber of the client and the IP address and TCP port numlibe gateway program.

where the client request was received on the switch itselfWhen the data transfer has been completed, either the
(the local endpoint). For the connection betwgeoxy-s server or the client can initiate an active close. In either
and the server, it contains the IP address and port numbase, the FIN packets and the corresponding ACKs are still
of the local endpoint from which the connection was estabpliced so that the endpoints at the client and the server,
lished to the server and also the server IP address and pakth representing one endpoint of each connection, are
number. As part of the NEPPI infrastructure, a library idlosed cleanly. The TCP connection information is main-
provided for communication between user-level progranained as well as cleaned as described in the earlier exam-
such agproxy-sand gateway programs which are loadablgles. More details on the URL-aware switch implementa-
kernel modules. tion can be found in [3].

As the gateway program is monitoring both connections
and recording relevant information, the above informa-
tion contained in th@atchcommand is enough to identify There is work both in academia and in industry which
the connections to be spliced. When the first data packetelated to the work presented in this paper. Most of the
arrives from the server, the gateway program uses ttedated academic work is in the contextauftive networks
neppi_start_trans() function call to instruct the dispatcherwhich are networks containing programmable switches or
to patch the two connections together. Trens_desigs routers. A distinction is made in [1] between two types of
structures are set up so that the destination addressesjgproaches to programming the nodes of active networks:
the packets going from the serverpooxy-sare changed active packetgalso known agapsuleq9]), andactive ex-
to that of the client and theeqand ack seqnumbers are tensions.The active packets approach is based on sending
re-mapped to those that would have been found in corpackets containing both a program and data, while the ac-
sponding packets if these packets had been receivedtiisgg extensions approach is based on sending the programs
proxy-sand put on the TCP connection to the client. Irto the nodes separately from the passive data packets on
formation needed to re-map tseqandack seqnumbers which they operate. NEPPI can implement active exten-
is calculated by the gateway program using segand sions, and the applications of NEPPI mentioned in sec-
ack seqnumbers on the GET packets that were recordéidn IV can be viewed as active extensions. NEPPI is tai-
earlier. Thus, all data packets from the serveptoxy- lored for layer 4/7 switching applications, but other types
s are redirected at the network level to the client. Simof active extensions are possible as well since gateway pro-
larly, the dispatcher is instructed to perform address agtams can obtain all packets within specified flows, and
sequence number translations on the acknowledgment anacess them in any desired way.
other packets from the client before they are sent to theA software architecture calletbuter plug-insfor dy-
server. The source address is changed so that the paoketically loading packet processing code modules (plug-
appears to the server as if it was originated digxy-s ins) into the kernel is described in [6]. A plug-in is some-
Thesegandack seqnumbers are re-mapped to the appravhat analogous to a NEPPI gateway program. Similarly
priate numbers to appear as if they were sentioxy-son to gateway programs, different plug-ins may be bound to
its established connection to the server. Once the splicaliferent flows. The purpose of the plug-ins is to sup-
performed, the two TCP endpoints @bxy-sare closed. port a modular and extensible network subsystem. Plug-
To achieve this, RST packets are locally generated by the implementing IPv6 options, packet scheduling, packet
gateway program masquerading as the client or the seretassification and routing, and IP security are mentioned
(depending on which endpoint needs to be closed) and sienis]. NEPPI gateway programs operate at a higher level
to proxy-s The packets are appropriately constructed withan router plug-ins since the NEPPI dispatcher (imple-
the correct source and destination addresses and sequemsated in the kernel or in hardware) provides facilities
numbers. Theeppi_sendpacket() function is used for for performing common packet manipulation tasks such
this purpose. This function sends out packets locally gems address translations and TCP sequence number modifi-
erated at a gateway program; it takes the packet and secatons on behalf of gateway programs.
it onto the network (or in this case, up the protocol stack There are relatively few research publications address-
on the local machine) while bypassing the NEPPI packieg layer 4/7 switching issues. A layer 4 redirection mech-
filtering mechanism. Note that the packet filter needs &mism which involves a special redirection protocol which
be bypassed—otherwise it will send these packets backigeds to be supported by both the clients and the servers
the gateway program as it has been instructed to sendislintroduced in [7]. This is in contrast to the layer 4/7

V. RELATED WORK



applications we describe here which operate at the switch
transparently to the clients and servers and without requir-
ing special support at the endpoints. [4]
Most of the work on layer 4/7 switching has been done
in industry; mostly in start-up companies. Naturally, thif)
work is only partially described in white papers and prod-
uct literature. Typically, the capabilites of the products are
described, but not the mechanisms used for implementi[@
these capabilities. Some references for such product liter-
ature are included at the end of the bibliography. All these
products include support for layer 4 switching (describéa]
in section IV-A) and some support URL-aware switchin
(described in section IV-C). The mechanisms used inter-
nally by the switch to provide this functionality are nof9]
published. We are not aware of a product supporting trans-
parent caching with standard proxy caches (described[]l:[}]
section IV-B). [11]

VI. CONCLUSIONS [12]

We added support for programmable packet processinagj
to the Linux OS. This support is tailored for implementf14]
ing efficient layer 4/7 switching functionalities. A load{°]
able kernel module called the dispatcher provides service
such as packet interception and injection, address transla-
tions, and sequence number translations. Other loadabig
modules called gateway programs use these services for
the purpose of providing new kinds of switching capabili-
ties. The dispatcher provides a “fast path” where packets
may be manipulated on behalf of gateway programs. Most
packets are processed in this fashion, while some packets
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are processed by the gateway programs themselves. Pack-

ets processed by the gateway programs include packets
signifying the establishment or termination of TCP con-
nections, and packets whose payload must be examined or
changed by the gateway programs. The dispatcher func-
tionality could potentially be implemented in hardware or
in network port processors to achieve a higher level of
performance than possible with a PC-based architecture.
The paper focused on the implementation of three services
using our infrastructure: a layer 4 application (TCP traf-
fic redirection) and two layer 7 applications (transparent
switching of HTTP traffic to standard proxy caches, and
URL-aware switching).
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