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| A TCP forw arder is a network node that estab-
lishes and forw ards data between a pair of TCP connections.

An example of a TCP forw arder is a rew all that places a
proxy between a TCP connection to an external host and
a TCP connection to an internal host, controlling access to

a resource on the internal host. Once the proxy appro ves
the access, it simply forw ards data from one connection to
the other. We use the term TCP forwarding to describ e in-
direct TCP comm unication via a proxy in general. This
pap er briey characterizes the behavior of TCP forw arding,
and illustrates the role TCP forw arding plays in common
network services lik e rew alls and HTTP pro xies. W e then
intro duce an optimization tec hnique, called connection splic-
ing, that can be applied to a TCP forw arder, and rep ort
the results of a performance study designed to evaluate its
impact. Connection splicing impro ves TCP forw arding per-
formance by a factor of two to four, making it comp etitiv e
with IP router performance on the same hardw are.

| Router, proxy, TCP, rew all

1 Intro duction

It isincreasinglycommonthat processesommunicate with
ead other indirectly through a proxy. This happens, for
example,in a rew all where a proxy mediatesthe ow of
information betweena TCP connection to an untrusted
external ertity and a TCP connection to a trusted local
ertity. We use the term TCP forwarding to denote the
general pattern of indirect communication over a pair of
TCP connectionsvia a proxy.

Oneconsequencef TCP forwarding is that there is often
a single network nodele.g., a rewallthat runs proxies
on behalf of many di erent indirect communications. This
network node, which we call a TCP forwarder, plays a role
very similar to that of an IP router, exceptit must exe-
cute two TCP endpoints and a proxy for every\ o w" that
passesthrough it. To intercept the TCP connectionssuc-
cessfullyit hasto receiwe all TCP padkets for both TCP
connections. This can be achieved by either addressing
the TCP forwarder directly or by placing it on a focal
point of the network. Therefore, the performance of this
TCP forwarder|i.e., its throughput in terms of padkets-
per-second|can play a signi cant role in the network per-
formance perceived by the communicating ertities.

Authors' current addresses: O. Spatscheck, AT&T Labs { Re-
search, 180 Park Avenue, P.O. Box 971, Florham Park, NJ 07932-
0971 (spatsc h@research.att.com); J. Hansen, Departmen t of Computer
Science, Univ ersity of Copenhagen, DK-2100 Copenhagen , Denmark
(cyller@diku.dk); J. Hartman, Departmen t of Computer Science, Univ er-
sity of Arizona, Tucson, AZ 85721 (jhh@cs.arizona.edu); and L. Peterson,
Departmen t of Computer Science, 35 Olden Street, Princeton, NJ 08544
(lp@cs.princeton.edu).  This work was done primarily at the Univ ersity of
Arizona, and supported in part by DARP A contracts DABT63-95-C-0075
and N66001-96-8518, and NSF grant CCR-9415932.

This paper makesthree contributions. First, it de nes
brie y ageneralframework for TCP forwarding, and demon-
strates the relevance of TCP forwarding to three appli-
cations: rewalls, HTTP proxies, and mobile computing.
Second,it describesan optimization technique, called con-
nection splicing, that can be usedto improve the perfor-
mance of a TCP forwarder. An implementation of con-
nection splicing in the Scout operating systemis also pre-
sented. Third, it reports the results of a performancestudy
that measureghe e ectiv enessof connectionsplicing. The
study shaws that connection splicing improves TCP for-
warder performanceby a factor of two to four, bringing its
performancecloseto that of an IP router implemerted on
the sameplatform.

2 TCP Forwarding

When two ertities communicate indirectly through two
separate TCP connections,an entity called a proxy medi-
ates the communication, interposedbetweenthe two con-
nections, and controls the ow of data betweenthe com-
municating parties. The proxy decidesif the parties can
communicate, and if so, what is communicated. A proxy
can both restrict and enhancethe communication. For ex-
ample, a telnet proxy can restrict to which computersthe
outside world may connect, and perhapswhich usersmay
log in. On the other hand, a telnet proxy could also sere
as a clearinghousefor a collection of seners by providing
a single connection point for outside telnet accesses.The
telnet requestsare processedby the proxy and forwarded
to the appropriate computer, shielding the outside world
from the internal structure of the site.

We usethe term TCP forwarding to referto communica-
tion relayed over two TCP connectionsvia a proxy. TCP
forwarding is not as simple as copying bytes from one con-
nection to the other, however. The proxy must cortrol
the comnmunication aswell asrelay bytes, and therefore, a
proxy hastwo modes: control mode and forwarding mode.
In control mode the proxy processewither out-of-band or
in-band cortrol information. Once the control functions
have been completed, the proxy switches to forwarding
mode to move data between the connections. After the
data transfer, the proxy may switch bad to control mode.
For example,atelnet proxy starts o in corntrol mode, and
processesa telnet requestto determine if the connection
should be allowed, basedon the target machine, port, and
perhapsuserID. Oncethe connectionhasbeencompleted,



the proxy switchesinto forwarding mode to transfer data
betweenthe two computers. Switching betweenthesetwo
modes of operation is the primary dicult y in developing
an optimized TCP forwarding mechanism.

The processingdone in cortrol mode varies greatly be-
tween proxies, ranging from very little processingduring
connection setup, to continuous monitoring of the data
stream while forwarding to extract control information.
Proxies can be broadly classi ed into four categories,de-
pending on the degreeof control processingthey do.

The rst classof proxies perform a minimum of cortrol
processingithey typically perform level-4 routing basedon
IP addressesand port numbers. They are in control mode
only during connection setup, after which they switch to
forwarding mode for the duration of the connection. An
FTP proxy is an example: it processesan FTP request
in control mode on the cortrol connection, setsup a data
connection between the two computers, and switches to
forwarding mode on the data connectionuntil it is closed.
The control connectionremainsin corntrol mode to process
subsequeh FTP requests.

The secondclassof proxies performs more cortrol pro-
cessingbecausethey authenticate the useror requestand
baserouting decisionson either the result of the authen-
tication or cortrol information passedin the TCP connec-
tion. A telnet proxy is a menber of this class. Typically, a
telnet proxy requestsa userID, password, and the destina-
tion of the telnet request. This information is received on
the TCP connection by the proxy and is usedto authen-
ticate the user and establish a connection to the correct
remote machine. At this point the proxy simply forwards
data betweenthe two connections.

The third classof proxiesremainsin cortrol mode for all
data transferred in onedirection, but switch to forwarding
mode for data transferred in the other. An exampleis an
HTTP proxy that processeshe HTTP requests(control
information) sert by clients, but simply forwards the data
returned by the HTTP sener.

The fourth classremainsin control mode and cortin u-
ously monitors data passedin both directions. This might
bethe casefor a proxy that allows userson a protected net-
work to accessHTTP seners on the Internet. The proxy
could lter outgoing accesseto restrict the serversthat can
be reached, and lter incoming accesgesponsesto remave
(untrusted) Java code.

TCP forwarding has many uses,including suc diverse
functions as a network rewall, an HTTP proxy, and a
mobile computing system. Thesethree examplesillustrate
the power of TCP forwarding, and motivate the need for
an e cien t implementation.

2.1 Firew all

A rew all provides limited connectivity between a pro-
tected network and the relative chaos of the Internet, as
shown in Figure 1. The rewall contains dierent types
of proxies, eath handling a dierent type of comnmunica-
tion betweenthe two networks, sud as telnet, FTP, etc.

A typical proxy acceptsconnectionson one network, au-
thenticates the entit y making the connectionrequest, and
forwards the data to the other network, perhaps after ap-
plying a Iter. The rew all either usesits own IP address
(classi@l proxy) or is completely transparent to the user
(transparent proxy) [6]. A classical proxy must use the
cortrol information in the requestto determine the con-
nection's true destination.

PROXY
TCP
IP
NET NET
Internet Protected Network

Figure 1: Overview of a application-level rew all. Data
from one network passthrough the proxy which forwards
them to the other network if the desiredsecurity guarantees
are not violated.

2.2 HTTP Server Proxy

TCP forwarding canalsobe usedto developscalableseners
such asHTTP seners. HTTP server namesare embedded
in the URL namespace,making it dicult to implement
a single HTTP servicefrom a collection of seners. Load-
balancing acrossthe collection is a problem; Web sitestyp-
ically o er the usersa selection of servers from which to
choose, manipulate the DNS mappings to change dynam-
ically the IP addressassaiated with a site name, or use
the HTTP redirection mecanism to redirect requeststo
unloaded seners. The rst two o er coarse-grainedload
balancing, while the last requirestwo HTTP connections
per URL accessed.

An HTTP sener proxy that forwards TCP connections
is a better solution. Clients connectto the proxy, which
processesheir requestsand forwardsthem to the appropri-
ate serer. The proxy must continually monitor the data
received from the clients, however, sothat requestscan be
extracted and processedand the connectionsre-forwarded
as appropriate. The data returned from the seners, how-
ewver, is simply forwarded to the clients.

Such an HTTP proxy might implemen a variety of for-
warding policies, in addition to load-balancing over a set
of homogeneousseners. The proxy could forward connec-
tions to serers basedon the URL requested, allowing a
collection of seners, ead of which servesadi erent collec-
tion of pages,to appear as a single site. It could also pro-



vide more complex functionalities as described by Brooks
et al. [5].

2.3 Mobile Computing

Our nal example involving proxies is from the area of
mobile computing. Here proxies are usedto improve the
performanceof mobile hosts operating acrosswirelesslinks
by separating TCP connectionsinto two connections;one
covering the wirelesslink and one covering the wired net-
work. The performanceenhancemen can either be simply
animprovemert causedby the separationof o w control on
the two di erent typesof network, or it canrely on trans-
formation or Itering of data, e.g., the proxy reducesthe
resolution on graphics sernt to the mobile host over a low
capacity link and removesall video clips from email. The
situation is complicated by the fact that mobile hostsoften
usea mixture of wirelessand wired networks, switching be-
tweenthem on the y. When the mobile host is connected
to a wired network, the proxy merely relays data in the
forwarding mode, but cannot be removed from the path of
communication due to the presenceof the bipartite TCP
connections.

Another useof proxiesis to allow a mobile host to change
its point of attachment to the network without jeopardizing
any openconnections. In this casethe proxy would operate
in the forwarding mode when the mobile host is connected,
but would switch to control mode both when the mobile
host connectsand when it disconnects. This would allow
the mobile host to terminate its TCP connections,move to
a new location with a new IP address,and establisha new
set of TCP connectionsto the proxy without a ecting the
peer hosts on the other side of the proxy.

3 Connection Splicing

This section describes an optimization technique, called
connection splicing, that improvesTCP forwarding perfor-
mance. It includes a discussionof the many complications
that make connectionsplicing di cult in practice. To sim-
plify the following discussion,we focus on the ow of data
in a single direction; the samework must also be done for
data goingin the other direction.

3.1 Overview

The proxy involved in TCP forwarding operatesin either
control mode or forwarding mode. The basic idea of con-
nection splicing is to detect when a proxy makesa transi-
tion from control modeto forwarding mode, and then splice
the two TCP connectionstogether into a single forwarding
path through the system. The resulting spliced connec-
tion replacesthe processingsteps (and assaiated state)
required by two TCP connectionswith a single reduced
processingstep (and assiated state).

Figure 2 schematically depicts the optimization. The
standard (unoptimized) forwarder on the left requiresTCP
segmerts to traverseTCP twice, with ead instanceof TCP

maintaining the full state of the connection. In this case,
the Proxy simply passessegmeits from one connectionto
the other when it is in forwarding mode. The optimized
forwarder on the right replacesthe Proxy and two TCP
processingstepswith a single FWD processingstep. FWD
maintains just enoughstate to forward TCP segmers suc-
cessfully from one network to another. The state FWD
needsto maintain is described later in this section.

A single proxy might require both con gurations, how-
ever. The con guration on the left must exist when the
proxy is in cortrol mode; the proxy must be in the loop
becauseit needsto inspect the data owing between the
two TCP connections. The con guration on the right may
exist while the proxy is in forwarding mode. Forwarding
can also happen in the left con guration, but performance
suers. With this perspective in mind, there are three
casedo consider: how optimized con guration on the right
works in the steady state (Section 3.2), how the system
makes the transition from the left-hand con guration to
the right-hand con guration (Section 3.3), and how the
system makes the transition from the right-hand con gu-
ration badk to the left-hand con guration (Section 3.4).

Typically TCP forwarding starts in the unoptimized con-
guration, makes a transition to the optimized con gu-
ration when the proxy shifts from control to forwarding
mode, and sometimesreverts bad to the unoptimized con-
guration should TCP forwarding gobadk to control mode.
Note that while the connection splicing optimization is in
e ect, the two independent TCP connectionsshaowvn on the
left no longer exist on the forwarder.

3.2 Forwarding

The primary task of the FWD processingstep shown in
Figure 2 is to change the header of incoming TCP seg-
ments to accourt for the dierences in the two original
TCP connections. Sincethe two TCP connectionswere es-
tablished independertly, their respective port numbersand
sequencenumbersare probably di erent. The IP addresses
assciated with the connectionsmight alsodi er, resulting
in changesthat a ect the IP pseudoheaderaswell.

Figure 3 depicts the TCP segmen header;the boldface
elds are those that FWD modies. The following out-
lines the transformations FWD applies to each segmen
it forwards from one connection (A) to another connec-
tion (B). For now, we ignore the problem of moving a
TCP forwarder into the optimized state, and focusinstead
on the work involved in forwarding segmets once FWD
is in place. Also, we assumethat the two TCP connec-
tions were established independerily. If their establish-
ment wasin fact interleaved|so that oneconnectionknew
what port and sequencenumbers were being used by the
other connection|then additional optimizations are possi-
ble, as described in Section 3.6.

Port numbers: If the TCP forwarder operatesasa classi-
cal proxy, the port numbers of both TCP connections
will probably dier. Therefore, the sourceand desti-
nation port numbers of segmems arriving on A have
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Figure 2: Optimizing two TCP connectionsinto a single spliced connection.
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Figure 3: TCP segmem header with elds modied by
FWD in bold.

to be changedto the port numbers of connectionB. If
the TCP forwarder is a transparent proxy, this change
is unnecessarybecausethe proxy usesthe sameport
numbers as the initiator.

Sequence Num ber: The sequencenumber used by seg-
mernts received by FWD on A are probably dierent
from those usedfor segmetms sert by FWD on B. This
is becausel CP initializes sequenceaumbersrandomly
for eadh independert connection. The sequencenum-
ber for an outgoing segmen is computed by adding a
xed o set to the sequencenumber in the incoming
segmeih.

Acknowledgmen t Num ber: The acknowledgmert num-
ber adknowledgesthe sequencenumbers forwarded in
the other direction. Thus the acknowledgmert num-
ber in an outgoing segmen is computed by subtract-
ing from the sequencenumber in the incoming segmei
the sequencenumber o set for segmems o wing in the
other direction.

Checksum: Modifying the other elds requiresadjusting
the TCP chedksum. A constart chedksum patch rep-
resering the \delta" in the chedksum is usedto do
this e cien tly. If the FWD acts as a classical proxy,

the changesto the IP address elds in the IP pseudo-
headerare alsore ected in this chedsum patch.

The following pseudo code describes the changesto a
segmen transferred from A to B. All header elds marked
Input represen the segmemn headervaluesin the received
segmen. The header elds marked Output represent the
segmen headervaluesusedin the outgoing segmen. Bold
variablesindicate constarts that are part of FWD's state.
Subscriptsindicate the direction for which these constarts
areused;e.g.,.SeqNumO set a1 g represeits the sequence
number o set usedto patch sequencenumberson segmeis
received from A and sert to B.

Output.DstPort = RemotePrtg

Output.SrcRort = LocalPortg
Output.SegNum=Input.SegNum+ SeqNumO seh; g
Output.Ack = Input.Ack - SeqNumO set; a
Output.Cksum= Input.Cksum+ CksumRitcha: g

The chedksum calculation shown in the pseudocode is
more complicated than simple addition. To accourt for
over ows or under ows during sequencenumber and ac-
knowledgmert number calculations it is necessaryto add
or subtract one from the chedksum. This is becausethe
chedksum is the one'scomplemern of the one'scomplemen
sum of the segmen.

Splicing two TCP connectionssigni cantly changesthe
behavior of the forwarding proxy. In the unspliced case
segmens sert to the proxy are acknowledged when they
are processedyy the incoming TCP stadk. The proxy then
takes responsibility for the data, resendingthem as nec-
essaryto ensurethey read their destination. Data are
bu ered in the outgoing TCP stadk until they are acknowl-
edgedby the destination. When the two connectionsare
spliced the segmeits no longer traversethe two TCP pro-
tocol stacks. The proxy doesn't acknowledgedata coming
from the sender, nor doesit resenddata to the destina-
tion. Data and acknowledgemerts are forwarded without
processing,requiring the two endpoints to handle retrans-
mission and reordering.

Forwarding segmems requires internal state in FWD.
Someof this state is required to modify the header elds,
such asthe port numbers, sequenceo sets, and chedksum



patch. FWD must also detect reset or termination of the
TCP connection. To do soit parsesthe ags in the header
and keepsa simpli ed TCP state machine. FWD alsokeeps
onetimer that is usedto timeout the connections;all other
TCP timers are not used.

If it is possiblethat the optimized forwarder will revert
bad to a standard forwarder, FWD alsoneedsto store the
current advertised window, the highest sequencenumber
sen, and the highest ACK seenthat will t in the adver-
tised window. The processof corverting a spliced connec-
tion bad to an unoptimized TCP forwarder is discussedn
Section 3.4.

3.3 Splicing

The header modi cations required to forward a segmen
are relatively straight-forward. The real problem is transi-
tioning from the unspliced state to the spliced state. The
dicult y is causedby acknowledgeddata bu ered in the
forwarder. This data might be bu ered by the receiving
TCP's receiwe bu er, within the proxy itself, and in the
sending TCP's sendbu er (Figure 4). The acknowledged
data must be reliably forwarded to its destination. This
data alsoin uences the o sets calculations required by the
spliced connection.

Proxy
TCP recv. / \ TCP send
buffer buffer
J
TCP TCP

Figure 4. TCP bu ers potentially containing acknowledged
data.

First, all data acknowledgedby either connectionon the
unoptimized TCP forwarder must be reliably delivered to
their destination. The important point is that these data
have already been acknowledged by the forwarder, so it
cannot depend on the source host to take responsibility
for possibly retransmitting the data in the future. Thus,
the forwarder must cortinue to run TCP|the only way
it can reliably deliver datajun til the currently bu ered
(acknowledged) data are reliably deliveredto the destina-
tion. During the time the data are being drained, however,
new segmets may arrive. The forwarder obviously can-
not let TCP acknowledgethe new data, becausedoing so
will just give it even more data to deliver reliably, and it
is impractical to wait until the two connectionsgo idle be-
fore completing the splice. Fortunately, there are two ways
to handle newly arriving segmeits during this transition
period.

The rst option is to delay the activation of the spliced
connection until after the bu ers have drained. During
this time, the limited number of new segmeits that ar-
rive are delivered to TCP so that any acknowlegemerts
they carry can be processed,and then they are held in a

separatebu er for FWD. Theseincoming segmetts are not
themselvesadknowledgedand they are not placedin the in-

coming connection'sreceive bu er. If the bu er overows
while TCP is still processingadknowledgmerns, the seg-
mernts are dropped after the acknowledgemeits have been
processed.When the transition is complete,thesebu ered

segmets are processedby FWD as though they had just
arrived. Again the TCP protocols are suspended as soon
as all bu ers are drained. This solution may drop data if
the FWD bu ers over ow while the TCP bu ers are being
drained. If the amount of data bu ered in TCP is small,
then the FWD bu ers are unlikely to over ow.

The secondoption allows FWD to beginforwarding data
concurrertly with draining the bu ers. Should any new
data arrive during the transition, it is important that the
original TCP protocols do not acknowledgethe new data;
they are only allowedto processthe acknowledgmerts con-
tained in those segmerts sothat the bu ers drain. In other
words, all newly arriving segmers are delivered to both
the original TCP protocol (for adknowledgmen processing
only) and to FWD (for forwarding to the receiwver). This
solution doesnot drop data, but may causedata to be de-
livered out-of-order. This is becausesegmers processed
by FWD may be delivered before segmetts traversing the
original TCP connections. This will not a ect correctness
becausethe destination will reorder the segmeitts.

During the time that FWD operates concurrertly with
the draining processboth forwarded segmets and drained
segmems will arrive at the destination. This meansit is
possiblethat the TCP draining bu ers on the forwarder
might receive an acknowledgemen for a sequencenumber
that is larger than the maximum sequencenumber in its
sendbu er. This adknowledgemen is meart for both the
sourcehost and the TCP forwarder. It is most likely due to
dropped ACK's or delayed ACK processingon the receiver.
Sincethe forwarder is still processingacknowledgemertts in
an attempt to drain its bu ers, it will receiwe this adknowl-
edgemenm too. To allow for this possibility, TCP running
on the forwarder during the transition must be able to ac-
cept acknowledgmerts up to one full window size larger
then the maximum sequencenumber in its sendbu er.

Before the padket processingcan be altered, the inter-
nal state of FWD has to be initialized, corresponding to
the rst stepabove. This requirescomputing the sequence
number o sets (SeqNumO set A, g and SeqNumO -
setg1 a) and the chedksum patches (CksumP atcha: g
and CksumP atchg, a) usedby FWD. The sequenceaum-
ber o sets can be calculated as soon as all acknowledged
data have beendrained. If adknowledgeddata still exist in
one of the forwarder's bu ers, then it is necessaryto sub-
tract the length of the bu ered data from the corresponding
sequencaumber o set. This is becausehe senderof a seg-
ment that is directly forwarded assumesthat the bu ered
data were delivered, and therefore, the sequencenumber
of the source'sTCP protocol has already been increased.
It is important to realize that the sequencenumber o set
cannot be calculated earlier since we do not assumethat
the proxy will forward all data or add no additional data to



the data streamwhile it is in control mode. The chedksum
patch can be calculated as socon as the other o sets are
known since the changesin port number and IP address
are already known.

3.4 Unsplicing

When the forwarding proxy switchesfrom forwarding mode
to control mode the connectionsmust be unspliced. There
are two complications. The rst isto beableto detect that
it is necessaryto switch back to the unoptimized state;
i.e., that the forwarder has moved from forwarding mode
to control mode. The secondis to correctly make the tran-
sition. The solutions to thesetwo complications are inter-
twined.

It may be dicult to decide when the proxy should
switch badk to cortrol mode. If the control information is
sen over the spliced connectionthe proxy hasto monitor
the data being forwardedto detect the control information.
This isdi cult becausehe FWD protocol doesnot reorder
the segmetts it receives, nor doesit bu er segmeis. The
proxy hasto nd the cortrol information by looking at out-
of-order segmetts, one at a time. This makesit unlikely
that the proxy will be ableto Iter the datato nd cortrol
information. Howewer, it seemsuseful to trigger a switch
badk to unoptimized mode as socon asdata are transmitted
in a certain direction. An HTTP 1.1 proxy, for example,
might allow the forwarding of HTTP replies, but want to
examine all (possibly pipelined) HTTP 1.1 requests. The
cost of detecting this switch could vary greatly, ranging
from simple monitoring if data owsin a certain direction
for HTTP 1.1|whic h can be done by comparing a single
sequencenumber|to maintaining a shadow state machine
of the higher level protocol.

Dealing with adknowledgemens makesit dicult to un-
splice a connection. When the forwarder reverts to two
TCP connections,it must take over handling adknowledge-
mernts. If there are no unacknowledgedsegmets outstand-
ing on the spliced connection, the transition badk to un-
spliced is easy The re-constructed TCP connectionsare
initialized with the sequenceaumbers,adknowledgmert num-
bers, and advertised window sizesstored as FWD state.
The state-macdhine is progressedto the current state, the
timers and the sendwindow are initialized with their ini-
tial values,and a slow start is initiated. The slow start is
necessarysince no bandwidth estimatesare available, and
therefore, the congestionwindow sizeshave to be rediscov-
ered. In the casewhere no unacknowledged segmeits are
outstanding, it is possibleto stop forwarding new segmeits
instantly.

If there are outstanding unacknowledgedsegmetts, how-
ever, the forwarder must either wait for all of them to
be adknowledged|dropping data if necessary|land then
switch as described above, or elseit must continuously
monitor the segmen stream until it has copiesof all un-
acknowledged segmetts. It then usesthis information to
initialize the TCP connectionsand bu ers. This solution
does not drop any segmeits, but up to two full window

sizesmight have to be bu ered beforethe switch over can
be completed.

3.5 Flow Control

During unoptimized operation ow cortrol is handled by
the two independert TCP protocols on the forwarder, and
the TCP protocol onthe endhosts. During optimized oper-
ation, ow cortrol is handledby the end hostsonly; the for-
warder merely drops segmetts, just as a congestedrouter
drops IP datagrams.

There is a complication during the transition to a spliced
connection,however. Shortly after the switch to the spliced
connection, the advertised window might be either too big
or too small. For example, the window advertised by the
destination host to the forwarder might be smaller than
the window advertised by the forwarder to the sourcehost.
In this case,the source host will suddenly seea smaller
advertised window after the connectionis spliced, possibly
triggering unnecessaryretransmissions. Similarly, the send
window of a host might also be bigger than the advertised
window of its new peer. If so, it is likely that data will
be transmitted unnecessarily Note that RFC1122strongly
recommends that the advertisedwindow not be reducedto
eliminate this unnecessarydata transmission. To minimize
this problem, the TCP forwarder can restrict the size of
the window it advertisesto the sourcehost to the window
size advertised by the destination host, minus the size of
the bu ered data.

More subtly, the sendwindow of both end hosts might
not represen the bandwidth of the link. If the sendwindow
is too big, the host will sendtoo many segmetts and gener-
ate unnecessaryongestion. However, this canonly happen
if trac is extremely bursty. Otherwise, the limited bu er
spaceavailable on the TCP forwarder should synchronize
the sendwindow sizesof both TCP connections.

Another issueis the increasein end-to-end round trip
time (RTT) after a pair of connectionhave beenspliced. In
general, TCP's throughput decreasesf the RTT increases.
This is dueto either anincreasedRTT  bandwidth prod-
uct that is greater than the advertised window, or a slower
increasein the sender'scongestionwindow during the slow
start or congestionavoidancephases.In either case,there
areno a ects onthe RTT that would not have beenpresert
had the connectionrun end-to-endin the rst place.

3.6 Additional

The connection splicing optimization can be applied not
only at the TCP level, but alsoto unfragmented IP data-
grams. In addition, the optimization can be applied to the
rst IP fragment of an IP datagram if we allow the un-
Itered forwarding of all remaining fragmerts, and if the
MTU is large enoughsothat the rst fragmert will cortain
the TCP segmenm header.

In thesetwo casesthe forwarder canprocesshe IP data-
grams similarly to an IP router, with the additional TCP

Optimizations

1in IETF terminology , the operativ e word is SHOULD.



segmen headermanipulation describedin the previoussec-
tion. Figure 5 illustrates this scenario,which we denote as
a combined IP/FWD processingstep. The important con-
sequenceof being able to forward TCP segmetts at the IP
level is that it makesit possibleto apply any of the opti-
mizations one might apply to an IP router. For example, if
the forwarder is connectedto two Ethernets, we can modify
and forward the Ethernet padkets directly.

FWD Merged with IP

IP/IFWD

NET1 NET2

Figure 5: Further optimizing the spliced connection when
there is no fragmertation.

Finally, under certain circumstancesit possiblethat the
TCP forwarder can tolerate the un ltered forwarding of
all IP fragmens, that is, FWD implemens the identity
transformation. This would happen if the unoptimized for-
warder is con gured as a gateway intercepting TCP con-
nectionsand was careful in selectingport numbersand the
starting sequencenumbers when the original pair of TCP
connectionswere opened. This being the case,FWD can
be omitted and the TCP forwarder operatesjust like an IP
router.

3.7 Other

Additional IP-level ltering can also be done on a spliced
connection. For example, to avoid attacks against the
TCP stack the forwarder should limit the sequenceand
acknowledgmert numbers of the current spliced connec-
tion to meaningful values,and drop all segmeits that have
the SYN ag set. This is possiblesinceall connectionsare
established rst with the proxy, not with the nal destina-
tion.

As many routers already do, the forwarder can also per-
form network addresstranslation (NAT). It is possibleto
perform NAT on spliced and unspliced connections. If,
however, IP addressesare passedwithin the data stream,
asin FTP for example, the connection has to either be
spliced after the IP addresseshave been altered by the
proxy, or additional IP-level Iters haveto be added.

A nal issueis TCP options. Our prototype currently
supports only the MSS option, which is negotiated with
the forwarder. If the MSS of both segmets do not match,
the ICMP Destination Unreachable messagewill be usedto
adjust the MSS after the connectionis spliced. The other

Issues

TCP options can be handled in much the sameway asthe
prototype patches sequencenumbers; some (e.g., SACK)
don't require additional state, but others (e.g., TIMES-
TAMP) do.

4 Connection Splicing in Scout

Connection splicing can be implemented in any operating
system; Section 6 discussesan implemertation in Unix.
This section describes an implementation in an OS de-
signed speci cally to support communication: Scout [12].
While the primary purpose of this sectionis to esh out
someof the details any implemenrtation would have to ad-
dress,it hasa secondaryobjective of illustrating how nat-
urally a technique like connection splicing can be realized
in an operating system designedaround communication-
oriented abstractions.

Scout is a con gurable OS explicitly designedto sup-
port data ows, suc as video streamsthrough an MPEG
player, or a pair of TCP connectionsthrough a rew all.
Speci cally, Scoutde nes a path abstraction that encapsu-
lates data as they move through the system, for example,
from input deviceto output device. In e ect, a Scout path
is an extension of a network connection through the OS.
Each path is an object that encapsulategwo important ele-
ments: (1) it de nes the sequenceof code modulesthat are
applied to the data asthey move through the system,and
(2) it represerts the entity that is scheduledfor execution.

The path abstraction lendsitself to a natural implemen-
tation of TCP forwarding. Figure 6 schematically depicts a
naive implemertation of TCP forwarding (the unoptimized
case)in Scout. It consistsof two paths: oneconnectingthe
rst network interfaceto the proxy and another connecting
the proxy to a secondnetwork interface. In this gure, the
path has a sourceand a sink queue, and is labeled with
the sequenceof software modulesthat de ne how the path
\transforms" the data it carries? Toa rst approximation,
the con guration of Scoutshown in Figure 6 represerts the
implemertation onewould expect in a traditional OS.

The two-path con guration shown in Figure 6 has sub-
optimal performancebecauseit requiresa hando of eath
incoming segmemn from the rst path to the proxy, and
then from the proxy to the secondpath. In Scout, the
ertire device-to-devicedata ow can be encapsulatedin a
singlepath (Figure 7). This is the implemertation of choice
for the unoptimized TCP forwarding casein Scout.

Connectionsplicing is then implemented within the same
framework. Figure 8 illustrates the two optimized con g-
urations discussedin Section 3: the path on the left cor-
responds to the right-hand casefrom Figure 2, while the
path on the right corresponds to the caseshown in Fig-
ure 5. Note that the right-hand path looks very much like
an IP router would in Scout.

Looking at the implemertation in a bit more detail, eath
path consistsof a linked list of stages where eadh module

2As in Section 3, we focus on data o wing in one direction.
Scout paths, like TCP, support bi-directional data o ws.

In realit y,
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Figure 6: TCP forwarding implemernted in two Scout
paths.

PROXY

TCP TCP

NET1 NET2

Figure 7: TCP forwarding implemerted in a single Scout
path.

that the path traversescortributes a stage to the path
during path creation. Abstractly, eat stage contains the
path-speci ¢ code and state for the corresponding module;
e.g.,the TCP cortrol block is cortained in the TCP stage
of the paths shown in Figures 6 and 7. When the proxy in
an unoptimized TCP forwarding path detects a transition
to forwarding mode, it does v e things:

Stops processingincoming segmems and allows seg-
mernts to accurrulate in the path's input queue.
Unlinks the two TCP stagesand the proxy stagefrom
the path and replacesthem with a preliminary FWD
stage.

Contin ues processingincoming segmeits and data in
the TCP bu ers until the TCP bu ers are drained.
Unlinks the preliminary FWD stage and replacesit
with the nal FWD stage.

Contin ues processingincoming segmets.

The di erence betweenthe preliminary FWD stageand
the nal FWD stageis that the former forwards the seg-
ments and reliably drains the TCP bu ers, whereasthe
latter only adjusts segmen header elds.

Onesubtlety is that there are seldomany segmeits queued
within the path that needto be drained; Scout is non-
preemptable,soin practice oncea segmem is removed from
the input queueit is processeccompletely and depositedin
the output queue. The only time a segmem gets bu ered
in the middle of a path is when the scheduler selectsthe
path for execution, the segmen makesit asfar asthe out-
going TCP stage,but the advertised window on the second
connectionis closed. It would be possibleto take the out-
going window into accourt when making the scheduling
decision|i.e., not schedulea TCP forwarding path until it
was certain that the segmem could make it all the way to
the output queue|but the consequencés that the segmen
would remain in the input queue,and thus, not acknowl-
edgedon the incoming TCP connection.

There is one nal issueto consider: how Scout classi-
es ead incoming padket to determine the path to which
it belongs. Scout classi es padcets by inspecting various
header elds, such asETH's type eld, IP's protnum eld,
and TCP's port elds. While the details are beyond the
scope of this paper, the relevance to connection splicing
is that even after an unoptimized TCP forwarding path is
spliced, the classi cation machinery remains the same. In
other words, the spliced path no longer doesany TCP pro-
cessing,but the TCP port elds are still usedto classify
padkets for the spliced path.

5 Performance

This section provides measuremets of the e ect of con-
nection splicing on TCP forwarding. To make the study
concrete|and to give us an existing systemagainst which
we can compare our approac|w e focuson a simple re-
wall con guration. The proxy in the rew all doesnot per-
form any processingin corntrol mode; it is always in for-
warding mode.

5.1 Test Cases
We measuredthe following con gurations of Scout:

2-Path: This is a full blown TCP forwarder, as depicted
in Figure 6. This TCP forwarder usestwo separate
TCP paths, containing two ertirely independert TCP
state macdhines, which meet at the proxy|one to eath
network device. As going from one path to another
often will require a context switch, this con guration
is the closestto the structure of a rew all in a regular
operating systemlike Unix or NT.

1-Path: This is the con guration shown in Figure 7. This
caseis similar to the 2-path con guration, exceptthe
two network devicesare connectedby a single path.
This is the natural way of expressinga TCP forwarder
in Scout. Note that this con guration still involves
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Figure 8: Connection spliced paths in Scout.
| Latency | 1-byte TCP Segmen | 1460-byte TCP segmen |
Back-to-Back 77.9 secs 243.2 secs
Network Interfaces| Transmission 5.2 secs 121.1 secs
Other 9.8 secs 11.7 secs
| Total I 92.9 secs| 376.0 secs|

Table 1: Non-processingrelated overheadremoved from latency measuremets.

two TCP connectionsimplemented by two indepen-
dent TCP state machinesbut a single Scout path.

FWD: This is an optimized version of 1-Path. Here the
TCP connectionshave beenspliced into a single con-
nection, and the forwarder is reducedto updating the
TCP headers. This con guration still supports re-
assenbly of IP packets. This casecorrespondsto the
left-hand con guration in Figure 8.

IP/IFWD:  This is a further optimized version of FWD .
The network level padkets are modied directly and
forwarded. As a consequencethis con guration does
not support reassenbly of IP padkets. This is the case
corresponds to the right-hand con guration in Fig-
ure 8.

IP Router: This isanIP router. It alsomodi es network
padkets directly in the sameway asIP/FWD , but it
doesnot update TCP headers. It is included to show
the lowest possibleoverheadfor an intermediate host
in Scout.

To comparethe Scout performancewith a more general-
purposeoperating system|so asto demonstrate that the
Scoutnumbersarein-line with a more corvertional system|
we alsomeasuredthe performanceof a rew all and IP rout-
ing on Linux. We compiled the Linux kernel to optimize
for IP routing. We considerthree con gurations:

TIS Firew all: The TIS rewall toolkit oers full lter
functionality [13]. We have con gured it to usea null
lter (plug-gw).

Filtering IP Router: The in-kernel Linux IP forward-
ing has support for Itering on IP addresses,proto-
col numbers and port numbers. This is the closest
thing in Linux to the IP/FWD casein Scout, except
Linux neither permits starting with a proxy and later

dynamically switching to the spliced connection, nor
updating TCP headers.

IP Router: This is the basicin-kernel Linux IP forward-
ing with no Itering. This shows the lowest possible
overheadof the Linux con guration.

Note that while there is a myth that Linux networking per-
formance is not very good, we have not found this to be
the casewith recert releases.For example, the Linux IP
forwarding numbers given below are better than compa-
rable numbers reported on BSD Unix [11]. In any case,
we use the Linux numbers to calibrate the baseline case;
the important results are in the incremertal costs of eadh
mechanism layered on top of this baseline.

Finally, we measurethe performance of two machines
connectedbadk-to-back to evaluate the overheadof inject-
ing a third host on the network path.

All hosts used in our experiment are 200 MHz Pen-
tiumPro workstations with 256KB cace, 128MB ram, and
Digital Fast EtherWW ORKS PCI 10/100 (DE500) 32-bit
PCI 10/100 Mb/s adapters. The Linux version used was
2.0.30. The physical con guration of our test setup is
shown in Figure 9. To saturate the network during through-
put tests, we connectedthree hostson ead side of the re-
wall. All tests are performed between a serner (hosts S1
to S3) and a client (hosts C1 to C3). In the badk-to-back
case,the setup was modi ed by connecting the two hubs
to ead other. All senersand clients were running Scout,
as the lower complexity of Scout resulted in lessvariation
in the measuremets than Linux.



Con guration 1-byte TCP segmeftts 1460-byte TCP segmetts
Processingtime | Speedup || Processingtime | Speedup
( secs) ( secs)

Scout | 2-path 68.5 { 101.1 {
1-path 66.1 1.04 98.6 1.03

FWD 39.0 1.76 39.5 2.56
IP/FWD 24.0 2.85 24.0 421

IP router 22.4 3.06 22.4 451

Linux | TIS Firewall 83.9 { 113.0 {
Filtering IP router 27.5 3.05 29.0 3.90

IP router 255 3.29 25.4 4.45

Table 2: Firewall and router processingper TCP segmern.

Host C1

Host S1

Firewall

Figure 9: Test Setup

5.2 Results

For all con gurations, we measurethe per-padet process-
ing time for small (1-byte) and large (1460-byte) segmeirts,
and the aggregatethroughput achieved with multiple con-
nections. For Scout, we also measurethe time it takesto
switch from unoptimized to optimized.

5.2.1 Pro cessing Overhead

To measurethe per-padet processingoverhead, we mea-
sured the padket round-trip times for 10,000 packets, and
subtracted the bad-to-back latency and network interface
latency. The subtracted componerts are summarized in
Table 1. The network interface latency was obtained by
measuringthe processingtime of a padket in the IP router
con guration|that is, the time from when the padket is
removed from the network interface by the interrupt han-
dler to the time it inserted into the transmit queueof the
other network interface|land subtracting this time from
the total latency added by the router.

Table 2 summarizesthe processingof a single padcet in
the rew alls and routers for both Scout and Linux. The
1-byte numbers reveal that connection splicing achievesa
considerablespeedup. Most notably, the IP/FWD caseis
almost a factor of three faster than application-level for-
warding. In terms of padkets-per-secondthat can be pro-
cessedby the rewall, this is an increasefrom 14,600to
41,600. For large padets, the speedupis even greater|a
factor of four. Eliminating the extra messageopy and the
chedsum calculations required when transferring the mes-

sagefrom one TCP connectionto another accourts for the
speedup.

Also note that in both the small and large messageases,
the performance of the spliced connectionis very closeto
the performance of the IP router con guration; the TCP
headertransformations amourt to anextra 1.6 secsof pro-
cessing. This suggeststhat any improvemen madeto IP
router performancewill be propagatedto TCP forwarding.
For example,we have found that the useof polling instead
of interrupts, and the addition of a highly optimized classi-
cation algorithm, improves|IP routing performance(and
henceTCP forwarding) by a factor of two [3]. On a simi-
lar note, it would be interesting to wed connectionsplicing
with hardware supported tag switching.

Comparing the Scout and the Linux numbers, we see
that the 2-path casein Scoutis slightly faster than the TIS

rew all on Linux. IP router performanceis approximately
the samefor the two systems. This indicates that other
types of operating systemswould also benet from con-
nection splicing. In a Linux implementation, the IP/FWD
shouldperform closeto that of the Itering 1P forwarding|
the updating of the TCP and IP headerswould make it
slightly slower. Keepin mind, however, that simple IP |-
tering doesnot permit a proxy that can sometimesoperate
in control mode.

5.2.2 Aggregate Throughput

The sustained throughput of a TCP forwarder is also a
measureof its performance. The expectation is that the
improved processingoverhead of the optimized forwarders
should allow them to support more concurrert TCP con-
nections.

We measuredthe aggregatethroughput of one,two, and
three concurrert TCP connectionsover eac con guration.
Each TCP connectionis betweena client and a server from
our test setup, such that eadt host supports only one TCP
connection. The data unit transmitted by the client pro-
cesswas 1460 bytes. The aggregatethroughput was ob-
tained by adding the averagethroughput over the last 10
secondf the individual connections. This wasdonewhen
the throughput had reached a stable state. Not surpris-
ingly, these measuremets turned out to be bounded by
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the bandwidth of the 100 Mbit Ethernet, i.e., regardlessof
the number of TCP connectionsthe aggregatethroughput
was closeto 10 MB/s.

The more interesting question is how TCP forwarding
behavesin the limit, that is, what bandwidth it can sus-
tain. We can derive these numbers from the per-padet
processingtimes preseried in the previous section. For
the 2-path and the IP/FWD con gurations, we calculated
the maximum throughput for dierent TCP adnowledge-
ment patterns|either an acknowledgemer is sert for ev-
ery third, second,or single segmeh For example, if an
acknowledgemen is sert for every third segmen, the pro-
cessingrequiremerts for the data in the three segmers
would be three times the processingof a 1460-kyte seg-
mernt, plus the processingof a single empty segmei. In
our case,we have approximated the empty segmen with a
1-byte segmen.

The results are shovn in Table 3. The 2-path TCP for-
warder in our measuremets is operating at almost max-
imum bandwidth of a 100 Mbit Ethernet, whereas the
IP/IFWD con guration is capableof supporting up to four
times the bandwidth, corresponding to two full duplex OC-
3 ATM connections.

Con guration Messageto acknowledgemen ratio
31 [ 21 ] 1:1

Scout | 2-path 11.7 10.8 8.6

IP/[FWD 45.6 40.6 30.4

Table 3: Estimated maximum throughput of rewall in
MB/s

5.2.3 Cost of Splicing

The next questionis how long it takesto splicea forwarding
path. Our analysis hastwo parts. First, we establish the
baseprocessingoverheadof splicing two TCP connections
together. Second,we examinethe end-to-end behavior of
a TCP connection sending at maximum speed when the
splicing is done.

To get the basic cost, we measuredthe time taken to
splice two idle TCP connectionson a local Ethernet®. In
this case,the measuremets are free of any processingthat
might occur due to the draining of TCP buers. In the
test we continuously openeda TCP connection, waited 15
secondsand closedit again. The null proxy in the rew all
optimizes the path 10 secondsafter it is established. The
numbersare the averagetime over 1000such optimizations.
Optimizing from TCP forwarding to FWD takes25 secs
on average.Adding the IP/FWD forwarding takes94 secs
on average. The higher costof switching to IP/FWD is due
to the fact that Scoutrequiresa newpath creation, whereas
the FWD optimization is applied to the samepath by doing
code substitution.

3Using a wide area network instead of a local Ethernet does not alter

the results of this experiment, since all operations are local and no data
have to be drained.

As we concurrertly forward new TCP segmems and empty
the bu ers of the old segmetts, the cost of performing the
optimization should be small even during high load. The
more important question is whether or not the switch af-
fects TCP's ow or congestioncortrol algorithms. To see
the e ects of the switchover on a busy TCP connection,
we performed the optimization 15 secondsinto a through-
put test. By tracing the sequencenumbers of segmeis
received at the sener, we were unable to seeany negative
e ects (Figure 10).

The expectedresult obviously changesdepending on the
RTT and bandwidth of the networks involved. Especially,
if a lot of data have to be drained over a slow link the
performance will degradedue to timeouts and out of or-
der delivery. For example, multiple out of order delivered
segmems might trigger that the congestionwindow will be
halved. Sincethe amount of data bu ered by the proxy
can easily be controlled by the advertised window, it is
important to only bu er enoughdata to deal with bursts.
This will minimize the impact of the splicing operation in
all scenarios.

As moving to FWD forwarding reducesthe processing
by an averageof 27.1 secsfor small messagesand 59.1

secsfor large messagesit is always a good idea to switch
to the FWD optimization, independert of how much data
will ow over the spliced connection. Moving from FWD
to IP/FWD reducesthe processingby an extra 15 secs
per padket, and thus, it will take six subsequeh packets to
make this optimization worthwhile.

5.2.4 Cost of Unsplicing

The last question is how much it coststo unsplice a con-
nection. Unsplicing has four costsassaiated with it. The
rst costis that, in addition to xing up the TCP header
during spliced operation, FWD also hasto keeptrack of
the sequencenumbers, acknowledgmernt numbers, and ad-
vertised windows of the spliced TCP connection. This re-
quires some additional state and copy operations during
spliced operation.

The secondcostis that FWD hasto determine when to
unsplice. The cost of this operation dependson the appli-
cation in question. It can range from simply monitoring
if data ow in a certain direction by comparing two TCP
sequencenumbers, to mirroring an application-level state
machine on the forwarder.

The third costis the cyclesrequired to initiate the two
independert TCP state machines. The overhead of this
operation is lessthan generating the two TCP state ma-
chines during TCP connection establishmern in the rst
place, sincethe demultiplexing part of the TCP state ma-
chine is still active.

The last cost is the impact on end-to-end throughput.
Sinceour implementation triggers slow start, the impact on
the throughput would be quite signi cant for a high RTT
and high bandwidth environment. This cost will likely
dominate the cycle overhead of unsplicing a connection.
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Figure 10: TCP SequenceNumber Trace showing the e ects of the Scoutimplementation of splicing.

53 Buer

Bu er sizeis anissuefor large-scaleTCP forwarders. First,
just having enoughmemory to accommalate thousands of
TCP connectionscan be a problem, asead connectioncan
easily require up to 256KB of bu ering|t wo sendbu ers
and two receive bu ers of 64KB ead. This translates to
bu er requiremerts of 256MB per 1,000TCP connections.
As the useof persistert TCP connectionsis becomingmore
widespread, thousands of connectionsper TCP forwarder
would not be uncommon. Splicing TCP connectionsto-
gether reducesthe memory requiremerts of a TCP for-
warder, sincethe forwarder is operating like an IP router
and doesnot bu er segmets. The only memory required
for a splicedconnectionin addition to the memory required
for a standard IP router is the FWD state used to x
up the IP addressesport numbers, sequencenumbers and
chedksum. This state can be stored in lessthan 36 bytes
per connection|more than three orders of magnitude less
memory than required for a typical TCP connection.
Dynamic bu er allocation is another solution to this
problem, but it requiresprocessingto determine how much
bu er spaceto provide ead connection. In this scenario,
the TCP connectionsusedfor large data transfers are the
most important. These TCP connections are the most
likely candidatesfor splicing, thereby remaoving the bu er
requiremerts altogether. In other words, splicing can also
make the administration of a TCP forwarder easier.

Requiremen ts

6 Related Work

The idea of TCP splicing was developed independertly by
researhersat IBM [11], and its utilit y shawn in supporting
mobility [10]. Their work was done in the context of the
Unix kernel, and soinvolvesextensionsto the socket inter-
face. A more fundamertal di erence, howevwer, is that the
IBM approac is more restrictiv e than the onedescribed in
this paper. First, it supports splicing only at connection-
setup time. Second, it allows only certain interactions
amongthe client, proxy, and serer. In particular:
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Before the connection is spliced, only the client and
the proxy can exchangedata; the serer is not allowed
to sendor receiwe data before the splice is complete.

The proxy waits for an ACK of all data it hassert the
client before engagingthe splice.

Once the splice is in place, the client is allowed to
senddata to the sener. It is the arrival of these data
at the sener that notify the serwer that the splice is
complete; the sener is not allowed to send until this
time.

This interaction is enforcedby the SOCKS library padcage
that must be linked with both the client and the proxy [9].
In contrast, our approac allows the splicing optimiza-
tion to be transparently engagedat any point in the life-
time of the two TCP connections,including after the client
and sener have exchangeddata. This is accomplishedby
having the proxy simultaneously processbu ered data and
forward newly arriving data, as described in Section 3.3.
The important consequencef this di erence is that our ap-
proach allowsthe proxy to arbitrarily Iter the data passed
betweenthe client and serer beforeit initiates the splice
and removesitself from the path. This means,for example,
that a proxy is able to parsea URL in an HTTP stream.
The IBM approad doesnot support such general ltering.
More broadly, TCP forwarders are usedto separatethe
TCP connectionon awirelesslink from that of a wired net-
work [2]. This increasesperformanceasthe characteristics
of the two typesof networks are very di erent. As a mobile
host movesaround, it might sometimesconnectdirectly to
awired network, in which casethe TCP forwarder becomes
super uous and canberemoved. This is donein the TACO
system|[8], where mobile hosts can|dep ending on what is
required from their current type of network attachmert|
switch betweenhaving a TCP forwarder and not, without
destroying their TCP connections. The systemdi ers from
the one presered in this paper in two ways: it does not
support ltering, and it usesinterleaved connection estab-
lishmernt. This allows the TCP forwarder to be removed
completely from the network path in the optimized caseas
no translation is necessarybut it at the sametime limits



the applicability of the solution. The lack of Itering makes
it unsuitable for more advancedproxies such as rew alls.

Another researt topic related to this paper is that of
e cien tly classifying padkets [1, 7]. Of particular note are
new algorithms to do fast routing table lookups basedon
variable length IP addresspre xes [4, 14]. It is easyto
imagine such techniques being extended to support fast
IP ltering. Such an advancewould be complemerary to
connection splicing, which can also exploit improved al-
gorithms to determine to which path a particular padet
belongs. Connection splicing is more generalthan IP |-
tering, however, since the proxy permits complex cortrol
operations.

7 Concluding Remarks

This paper describesconnection splicing, which can be ap-
plied to TCP forwardersto improve their performance. A
performancestudy shavsthat an optimized TCP forwarder
requiresbetweenone-halfand one-quarterof the processing
requiremerts of an unoptimized forwarder. The cost of the
optimization variesaccordingto how fast the bu ers at the
TCP forwarder can be emptied, but in most casesthe cost
is recovered within one to six packets. Furthermore, the
optimization reducesthe memory requiremerts of a TCP
forwarder. The optimizations have been implemened in
the Scout operating system, and it should be possibleto
getequivalert performanceimprovemerts in other systems.

In the future we would like to investigate when and how
splicing should be applied in the emerging elds of content
distribution and application-level routing. Of particular
interest is the impact of splicing on persistert and SSL-
securedHTTP connections.
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